Department of Veterans Affairs




MEMORANDUM NO. 136-26
North Florida/South Georgia Veterans Health System

  

  June 14, 2006
ACCESS TO INDIVIDUALLY IDENTIFIABLE INFORMATION

FOR USE IN RESEARCH STUDIES
1.  PURPOSE.  To establish policy and procedure for access to individually identifiable information (III) for use in research studies by research investigators.

2.  POLICY.  Research investigators must have appropriate authority to access III for use in a research study.

3.  DEFINITIONS.

a.  Extramural Research.  Research performed by investigators not in the employ of VA, but may be under contract with VA.

b. Individually-identifiable Information (III).  Any information, including health information maintained by VHA, pertaining to an individual that identifies the individual and, is retrieved by the individual’s name or other unique identifier. 

c. Intramural Research.  Research performed by VA employees or appointees (including those serving without compensation) at VA facilities and approved offsite locations.

d.  Institutional Review Board (IRB):  The local committee charged with the oversight of all research activities involving the use of human subjects.

e. Limited Data Set.  Protected health information that excludes specific direct identifiers of the individual or of relatives, employers or household members of the individual. A limited data set is not de-identified data. A limited data set can only be used for the purposes of research, public health, or health care operations, and disclosed for the purpose of research. 

f.   De-identified Health Information.    Health information that does not identify an individual and to which there is no reasonable basis to believe that the information can be used to identify an individual.

g.  Privacy Board.  A board comprised of members with varying backgrounds and appropriate professional competencies, to review the effect of a research protocol on an individual’s privacy rights when an Internal Review Board (IRB) does not.

4. PROCEDURE.
a. Research Investigators must submit all research requests for III to the Privacy Officer (or to the Research Compliance Officer in the absence of the Privacy Officer) on VA Form 10-0403.  Privacy Officer (PO) and Research Compliance Officer (RCO) shall review all research requests for III.  Upon approval of research requests for III by PO and/or RCO, requesters will submit approved requests to Data Quality Section (136Q) to obtain the requested information.  Research Investigators will track all research disclosures in accordance with HIPAA regulations, 45 CFR 164.528 (accounting of disclosures).  Research Investigators will report to the Privacy Officer and/or Information Security Officer (ISO) any unauthorized use, loss, or disclosure of individually-identifiable patient information.
b. PO will verify the authority of researchers seeking III and ensure that the researchers take appropriate measures to protect the privacy of research subjects.  Under the following three conditions the facility may use or disclose protected health information (PHI) for research without written authorization from the individual:
(1) With IRB approval of a waiver of authorization, 
(a) Provided that an IRB that has been established in accordance with appropriate federal regulations has reviewed, and
(b) Documented approval of the waiver;

(2) For reviews preparatory to research, 
(a) With IRB review and documented approval,
(b) Provided that the information is being sought solely for purposes preparatory to research or research itself, and
(c) That no PHI will be removed by the researcher; 

(3) For research on decedents’ information when the information is necessary for research purposes, 
(a) With IRB review and documented approval, and
(b) The facility has documentation of the death of the individuals.

c.  This facility may distribute a limited data set without consent of the individual. Use and disclosure of limited data sets is dependent upon the receipt of a data use agreement, which must:

 (1)  Establish the permitted uses and disclosures of the information;
 (2)  Establish who is permitted to use or receive the data set; and
 (3)  Provide that the data set recipient:

(a) Does not use or further disclose the information other than as permitted;
(b) Uses appropriate safeguards to prevent improper use or disclosure of the information;
(c) Reports to the NFSGVHS Privacy Officer any improper use or disclosure of which the recipient becomes aware;
(d) Ensures that any agents to whom the recipient provides the data set agrees to the same restrictions and conditions that apply to the data set recipient; and
(e) Does not identify the information or contact the individuals.

d.   If de-identification is necessary, Research Investigators will do so in accordance with VHA Handbook 1605.1, Privacy and Release of Information, Appendix B.
e.  A breakdown of research activities and respective required authorization types is shown below:
	Type of Request
	Written Authorization

Obtained
	VA R&D Approval of Research
	IRB Approval of Waiver of Authorization
	Permitted to Release Information?

	Intramural
	NO
	YES
	YES
	YES

	Intramural
	NO 
	NO
	 NO
	NO

	Extramural PTR†
	NO
	N/A*
	YES
	NO

	Extramural Federal and Non-Federal
	YES
	N/A*
	N/A
	YES

	Extramural Federal
	NO
	N/A*
	YES
	YES

	Extramural Non-Federal
	NO
	N/A*
	YES
	YES**

	Extramural Federal and Non-Federal 7332 Information
	YES
	N/A*
	N/A
	YES

	Extramural Federal and Non-Federal 7332 Information
	NO
	N/A*
	YES
	YES***


†   PTR = Preparatory to research

*   Requires prior VHA approval (Under Secretary for Health, or designee).

** Must comply with the specific limitations regarding names and home addresses under 38 U.S.C. 5701.

*** Must comply with limitations of 38 CFR 1.488 since disclosure involves medical records related to drug abuse, alcoholism and alcohol abuse, infection with HIV, or sickle cell anemia protected under 38 U.S.C. 7332.

5.  RESPONSIBILITY.  

a. The Chief of Staff is responsible for establishing policy, responsibility, and procedures for access to individually identifiable information (III) for use in research studies by research investigators.
b. The Associate Chief of Staff/Research and the Research Development Committee are responsible for ensuring all Research investigators have appropriate authority to access III for use in a research study.

c. Privacy Officer (PO) and Research Compliance Officer (RCO) are responsible for reviewing all research requests for III.  PO will verify the authority of researchers seeking III and ensure that the researchers take appropriate measures to protect the privacy of research subjects.
d. Privacy Board/Institutional Review Board (IRB) is responsible for ensuring that NF/SGVHS abides by all applicable regulations in the conduct of human subjects research at each facility.  The IRB is also responsible for acting  as the NF/SG VHS Privacy Board in accordance HIPAA regulations, 45 CFR 164.512(i) (use or disclose).
e. Research Investigators will be responsible for submitting approved requests to Data Quality Section (136Q) to obtain the requested information.  These Investigators must track all research disclosures in accordance with HIPAA regulations, 45 CFR 164.528 (accounting of disclosures).  Research Investigators are also responsible for reporting to the Privacy Officer and/or Information Security Officer any unauthorized use, loss, or disclosure of individually-identifiable patient information.
f. Data Quality Section, Medical Administration Service (136) will be responsible for providing reports containing III to Research Investigators upon receipt of requests approved by the PO and/or RCO.

6.  REFERENCES.

a.  VHA 1907.1, Health Information Management and Health Records. 

b.  VHA Handbook 1605.1, Privacy and Release of Information.
c.  VHA Directive 1200, Veterans Health Administration Research Development, and 
     other applicable 1200 series handbooks.

d.  45 CFR 164.512(i), Code of Federal Regulations.
e.  38 USC 7332(b)(2)(B), United States Code.
f.  5 USC 552a(b)(3), United States Code.
g. University of Florida, Institutional Review Board-01

Website: http://irb.ufl.edu/irb01/va.htm
7.  RESCISSIONS.  None.

8.  EXPIRATION DATE.  June 14, 2009
9.  FOLLOW-UP RESPONSIBILITY.  Chief, Medical Administration Service.

F. L. MALPHURS, FACHE
Director
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